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Copilot Control System Deep Dive 
Handbook 
Empowering Decision-Makers to Monitor and Manage Copilot Effectively 

⚠  

Disclaimer (English) 

Attention! This document was created based on the transcripts of the ten sessions 
from the Copilot Control System Deep Dive event using the Research Agent of Microsoft 
365 Copilot. 

No fact-checking, corrections, or editorial revisions have been conducted. 

This is solely a proof of concept demonstrating how video-based content can be 
transformed into a focused handbook for a specific target audience and intent. 

Use at your own risk. 

Introduction 
The Copilot Control System is a framework of security, management, and 
measurement practices that ensure Microsoft 365 Copilot and its AI-driven agents are 
used effectively and safely across an enterprise. This handbook distills insights from a 
ten-session Deep Dive event into practical guidance for decision-makers – the leaders 
responsible for implementing Copilot, overseeing its usage, and realizing its value. 
Each section corresponds to one of the event’s sessions, explaining its importance, 
common challenges, and recommended tools and methods for monitoring and 
managing Copilot. The tone is accessible and actionable, focusing on what to do and 
how to do it in real-world terms, rather than technical detail. 

Contents 
1. Copilot Control System Overview – Governance Pillars and Why They Matter 
2. Web Search Integration and Control – Enhancing Answers with Fresh Data 

(and Guardrails) 
3. Preventing Oversharing and Data Loss – Policies for Secure Collaboration 
4. Insider Risk Management – Detecting and Mitigating Misuse of Copilot 
5. Copilot Usage Analytics and ROI – Measuring Impact and Success Metrics 
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6. Agent Lifecycle Management – Governing AI Agents from Creation to 
Deployment 

7. Empowering Makers Safely – Zones, Environments, and Self-Service 
Development 

8. Building Secure Enterprise-Scale Agents – Best Practices and Compliance 
Controls 

9. Driving Adoption and Best Practices – User Enablement, Training, and Culture 
10. Continuous Improvement and Next Steps – Keeping Pace with AI Evolution 

Each section can stand alone to address a specific management area. Together, they 
form a comprehensive guide to adopting Copilot in an enterprise in a controlled, 
measurable way. Decision-makers can use this as a roadmap to balance innovation 
with governance – maximizing Copilot’s benefits while maintaining security, 
compliance, and user satisfaction. 

 

Based on The Copilot Control System Deep Dive Sessions  

• https://techcommunity.microsoft.com/event/microsoft365copilot-
events/digital-deep-dive-copilot-control-system-ccs/4414752 

• https://adoption.microsoft.com/de-de/copilot/control-system/ 

Created by Michael Greth (MVP) yourcopilot.de  with the Research Agent in Microsoft 
365 Copilot (June, 22 2025) 

 

https://techcommunity.microsoft.com/event/microsoft365copilot-events/digital-deep-dive-copilot-control-system-ccs/4414752
https://techcommunity.microsoft.com/event/microsoft365copilot-events/digital-deep-dive-copilot-control-system-ccs/4414752
https://adoption.microsoft.com/de-de/copilot/control-system/
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1. Copilot Control System Overview – Governance Pillars and Why 
They Matter 
Key Topics: The event opened by introducing the Copilot Control System’s three core 
pillars:  

• Security & Governance,  
• Management Controls, and  
• Measurement & Reporting.  

These pillars provide a structured approach to implementing Copilot in an enterprise. 
Decision-makers learned the overall strategy for deploying AI assistants (Copilot and 
custom “agents”) at scale, and how these pillars interconnect to ensure success. 

Why It’s Important: This overview set the stage for all subsequent sessions. For 
decision-makers, understanding the big picture is crucial. Adopting Copilot is not just 
an IT project – it’s a change in how employees work. The three pillars ensure: 

• Security & Governance: Copilot usage remains compliant with data privacy and 
security policies. 

• Management Controls: Admins can configure, monitor, and manage Copilot 
and AI agents to prevent sprawl or misuse. 

• Measurement & Reporting: Organizations can track adoption, productivity 
gains, and return on investment (ROI). 

A holistic control system builds trust – employees trust the tool (knowing it’s properly 
governed), and leadership trusts that risks are managed and benefits measurable. 
Without this foundation, later technical solutions or adoption efforts might falter due to 
unchecked risks or unclear value. 

Challenges: At this stage, the primary challenge is often getting organizational buy-in 
and clarity of vision. Decision-makers must break down silos between IT, security, and 
business units: 

• Ensuring Security Officers and Compliance Officers are confident that Copilot 
meets standards (e.g. no sensitive data leaks). 

• Assuring IT Managers that they will have the controls needed to support users 
and scale usage. 

• Convincing Business Leaders that co-pilot can drive productivity and is worth 
the investment, which requires clear metrics. 

Additionally, organizations may be unclear who should own Copilot governance – it’s a 
multidisciplinary effort. 
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Tools & Methods: To address these challenges and lay a strong foundation, the 
following tools and methods are used: 

• Copilot Control System Framework: A documented gameplan aligning 
security, management, and measurement tasks. 

• Roles & Responsibilities Matrix: A table clarifying who (IT, Security, Business, 
HR) is responsible for each pillar (see Table 1 below). 

• Initial Risk Assessment: A workshop or audit to identify potential compliance or 
security risks in adopting Copilot (e.g. data categories Copilot might access, 
regulatory requirements). 

• Governance Committee: Formation of a cross-functional team (decision-
makers from IT, security, data, and business units) to steer the deployment. This 
committee meets regularly (e.g. bi-weekly) to review progress and issues. 

• Communication Plan: Early communication to employees and stakeholders 
about Copilot’s introduction, addressing “what it is,” “why we’re doing this,” and 
“how it will be governed.” This helps set expectations and reduce uncertainty. 

Table 1. Sample Roles & Responsibilities for Copilot Governance 

Role Key Responsibilities Involvement in Pillars 

IT Administrator 
Configure Copilot settings; 
maintain availability; 
monitor performance. 

Management Controls; 
Reporting (technical 
metrics). 

Security/Compliance Lead 

Set access policies; 
approve data connections; 
enforce DLP and 
compliance. 

Security & Governance; 
Management Controls 
(policies). 

Business Sponsor (e.g. 
COO) 

Define success criteria; 
ensure Copilot aligns with 
business goals 
(productivity). 

Measurement & 
Reporting; Adoption 
Strategy. 

Data Protection Officer 

Oversee privacy 
implications; ensure GDPR 
or other regulations 
followed. 

Security & Governance. 

Adoption & Training Lead 
(e.g. HR or Change 
Manager) 

Develop training programs; 
champion best practices; 
drive user engagement. 

Management Controls 
(maker enablement); 
Measurement (user 
feedback). 

With these governance structures in place, the organization is prepared to dive into 
specifics – from web search controls to user training – with a common understanding of 
objectives and guardrails. The following sections delve into each major topic, providing 
decision-makers guidance on practical implementation and oversight for each area. 
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2. Web Search Integration and Control – Enhancing Answers with 
Fresh Data (and Guardrails) 
One early deep-dive session focused on Microsoft 365 Copilot’s Web Search 
integration. Copilot can augment its answers by performing real-time web searches – 
pulling the latest data from the internet to answer user queries (for example, current 
news or live market prices beyond the user’s internal documents). This feature makes 
Copilot’s responses more up-to-date and comprehensive. However, it also raises 
questions about governance: How do we ensure web results are appropriate, secure, 
and compliant? 

Importance for Decision-Makers: 

For decision-makers, web search control is about balancing answer quality and risk 
management. Fresh, relevant data from the web can significantly improve Copilot’s 
usefulness (e.g., researching a vendor’s latest products or travel advisories, as seen in 
the event’s demonstrations). This can save employees time by eliminating manual web 
searches. But leaders must ensure that: 

• Productivity Gains don’t come at the cost of compliance violations (e.g., 
inadvertently showing inappropriate content). 

• Web Results adhere to the organization's content standards and security 
filtering (no malware, disinformation, etc.). 

• User Trust is maintained by being transparent about when Copilot uses web 
data and what sources it hits. 

Challenges: 

Key challenges and concerns discussed included: 

• Data Privacy: When Copilot sends a query to Bing, could it expose internal 
prompts or data? (For example, a prompt that contains a client name or project 
code – leaders worry that query might be logged externally.) 

• Inaccurate or Unsuitable Content: The live web can contain unvetted 
information. Without controls, Copilot might return answers from low-quality or 
non-compliant sources. Decision-makers fear misinformation or even offensive 
content surfacing. 

• User Override of Policies: If web search is on, users might intentionally or 
accidentally fetch data they shouldn’t (for instance, bypassing corporate 
research procedures). 

• Administrative Burden: How to effectively apply the company’s existing web 
filters or safe search settings to Copilot’s web access, without needing a whole 
new system. 
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Tools & Methods for Monitoring and Management: 

Microsoft provides multiple layers of control to ensure web search usage by Copilot is 
safe and manageable. The session outlined a “four-layer protection” approach, 
summarized below in Table 2: 

Table 2. Four Layers of Web Search Protection in Copilot 

Protection 
Layer Description & Purpose Admin Controls User Experience 

1. Admin 
Controls 

Organization-wide 
policies controlling if 
and how Copilot can use 
web search. Ensures 
alignment with company 
policy. 

Enable/disable web 
search for groups or 
entire tenant; limit 
which users can 
use web mode vs. 
work mode. 

Web search 
toggle visible 
only if allowed; 
user sees 
branded 
experience (e.g., 
“Bing” results). 

1. User 
Protections 

In-product controls for 
users: clear indicators of 
web content and the 
ability to turn off web 
search for personal 
queries. 

N/A (user-level 
setting) 

“Web:” prefix on 
citations; user 
toggle in Copilot 
chat (“Include 
web results” 
switch). 

1. Query 
Safeguards 

Automated filters on the 
queries Copilot sends to 
Bing: strips out 
corporate identifiers, 
blocks sensitive terms or 
lengthy data. Prevents 
unintended data 
exposure in web queries. 

Configurable via 
Data Loss 
Prevention (DLP) 
policies (treat 
outbound query like 
data to protect). 

If a query is 
blocked, Copilot 
informs user (“I 
cannot search 
the web for 
that”). 

1. Contractual 
Commitments 

Microsoft’s guarantees 
and technical measures: 
web queries are not used 
to build ad profiles, and 
comply with privacy 
standards. Provides 
assurance that using 
Bing through Copilot 
does not compromise 
data governance. 

Defined in product 
terms (no admin 
action needed; 
transparency 
reports available). 

Largely invisible 
to user; back-
end process 
ensures 
enterprise 
queries are 
isolated and not 
retained beyond 
scope. 

Practical methods to monitor and manage web search usage include: 

• Audit Logs & Alerts: The Copilot Control System can log web query events. 
Admins can set alerts for unusual spikes (e.g., if an account suddenly does 100 
web queries in an hour, indicating possible misuse). 
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• Communication Compliance (in Microsoft Purview): This tool can scan 
Copilot’s web search queries for sensitive info (e.g., if someone tries a prompt 
injection attack or types confidential terms into a web query). It flags risky 
behavior for admin review without blocking legitimate usage. 

• Regular Policy Reviews: Decision-makers should regularly review whether the 
default safe search level Bing provides is sufficient, and if internal feedback 
suggests certain domains should be blocked or allowed. This is similar to 
maintaining a safe browsing policy for employees – the difference is Copilot is 
doing the browsing. 

• User Guidance & Training: A practical handbook for users (distinct from this 
decision-maker handbook) can instruct employees how to use web-enabled 
Copilot effectively. For example, “Use web mode for general knowledge 
questions. Avoid inputting client secrets when web is enabled.” These guidelines 
both improve results and cut risk. 

By employing these layers and methods, decision-makers can enable Copilot’s web 
search safely by design. This means employees reap the benefit of real-time answers, 
but within boundaries: admin policies restrict broad usage or sensitive data exposure, 
and automated safeguards catch most issues. In short, the organization can enhance 
Copilot’s intelligence with internet data without losing control. 
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3. Preventing Oversharing and Data Loss – Policies for Secure 
Collaboration 
A significant concern when deploying Copilot enterprise-wide is the potential for 
oversharing sensitive information. Copilot generates content (e.g., summaries, 
emails, documents) and can access vast corporate data while assisting users. Session 
3 zeroed in on ensuring that this power doesn’t lead to accidental data leaks or 
permission violations. In essence, the topic addressed how to keep “Copilot-assisted 
collaboration” safe, maintaining the same data security standards as traditional 
workflows. 

Importance for Decision-Makers: 

Data protection is at the top of mind for leadership – a single inadvertent exposure of 
confidential data (e.g., sharing a financial report with all employees via Copilot’s help) 
can have legal and reputational consequences. This session is crucial because it 
provides the governance toolbox to prevent such incidents. Decision-makers gained 
insight into: 

• How Copilot’s ability to pull information from multiple sources could expose 
data users normally wouldn’t share if not configured right (for example, 
including a confidential project file in an answer to a broader question). 

• The need for consistent access controls: Copilot should only show a user 
content they are allowed to see under the organization’s permissions model. 

• Methods to educate Copilot (and users) about what content is not to be shared 
or even used in responses (such as draft earnings data, personal identifiers, 
etc.). 

In short, this topic helps maintain trust: users trust Copilot not to “spill secrets,” and 
management trusts that the organization isn’t at higher risk of data loss by enabling AI. 

Challenges: 

Some common challenges in this area, as discussed, include: 

• Complex Permissions Environment: Companies often have intricately 
structured permissions (SharePoint sites, Teams channels, file permissions). 
Copilot must respect all of these. A challenge is verifying that “inheritance” and 
exceptions in permissions are honored. (E.g., will Copilot accidentally use a file 
from a team drive that someone on the chat isn’t part of?) 

• Inadvertent Oversharing by Users: Users might not realize that a prompt like 
“Share project Foo details with the team” could pull in a sensitive document or 
insight. Traditional tools rely on users manually picking content to share; with 
Copilot, they might share via natural language without fully thinking it through. 
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• Zone-Based Data Governance: Many organizations classify data by sensitivity 
“zones” (public, internal, confidential, highly confidential). Ensuring Copilot 
distinguishes and handles these categories properly is non-trivial – it requires 
planning and configuration (e.g., which SharePoint sites contain restricted info? 
Do those need extra guardrails?). 

• Lack of Visibility into AI Actions: Initially, managers might find it hard to tell 
what Copilot shared or accessed during its assistance. If a leak occurs, can we 
audit it? This is a new challenge beyond standard user activity logs. 

Tools & Methods: 

This session introduced several tangible tools and methods – many provided by 
Microsoft Purview and SharePoint – to mitigate oversharing and data loss risks: 

• Data Loss Prevention (DLP) Policies for Copilot: Extending existing DLP rules 
(which might block emails or chat messages with sensitive info) to Copilot’s 
outputs. For example, a DLP rule can detect if a Copilot-generated message or 
file contains credit card numbers or other regulated data and prevent it from 
being shared or even produced. These policies can be fine-tuned to Copilot 
scenarios (like scanning its responses in real-time). 

• Sensitivity Labels and Co-Authoring Controls: By applying Sensitivity Labels 
(e.g., “Confidential”, “Highly Confidential”) to documents and emails, 
organizations enable Copilot to treat content differently based on label. In 
practice: if a user asks Copilot a question and a relevant document is labeled 
Highly Confidential, Copilot can be configured to either exclude it from the 
answer or include it but flag it. For instance, if Copilot does include protected 
content in a response, it will inherit the label on that response (automatically 
marking it “Highly Confidential” as well). This was shown in the event – Copilot 
refused to summarize a file labeled “Project Obsidian – Confidential” due to 
policy, protecting that content. 

• SharePoint Advanced Management (SAM): This set of capabilities addresses 
oversharing at the source (the data repositories Copilot draws from). Key 
features include: 

o Oversharing Insight Reports: Admins can run reports to find files or sites 
with misconfigured permissions (e.g., shared with “Everyone”). By 
tightening these, they reduce the chance Copilot can even access 
something broadly. 

o Automatic Access Reviews: SAM can prompt site owners to regularly 
confirm who should have access. This indirectly protects Copilot usage – 
if fewer people have access, fewer can ask Copilot about that data. 

o Restricted Access Control (RAC): A dramatic but useful option – if a 
particularly sensitive project is underway, a site can be put in “RAC 
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mode,” meaning even if someone has access to the site, Copilot will treat 
it as off-limits (unless the user explicitly navigates in context). Essentially 
a site-wide “do not Copilot” flag. Decision-makers might use this during, 
say, a stealth merger/acquisition project. 

• Copilot-Specific Auditing and Oversight: The platform provides Activity 
Explorer logs that record Copilot’s activities (e.g., “User X’s Copilot accessed 
File Y at 10:00 AM”). Admins and security officers should monitor these like they 
do other audit logs. Purview’s Insider Risk Management module can correlate 
Copilot activities with other behaviors – for example, if an employee who is 
leaving the company starts asking Copilot for lots of confidential data, it will flag 
that pattern. (This is expanded in the next section on insider risk.) 

These tools, summarized in Table 3, form a safety net: 

Table 3. Key Data Protection Tools for Copilot 

Tool/Method What It Does Practical Use 

Data Loss 
Prevention (DLP) 
for Copilot 

Scans Copilot’s inputs/outputs 
for sensitive info (e.g., PCI, PII) 
and blocks or audits rule 
violations. 

Prevents defined sensitive 
data types from being shared 
via Copilot. E.g., block credit 
card numbers in chat or docs. 

Sensitivity Labels 
& Content 
Marking 

Tags content with 
confidentiality levels; Copilot 
can respect these labels 
(withhold or highlight labeled 
data). 

Ensures only appropriately 
cleared info is used in 
responses. E.g., do not 
include “Highly Confidential” 
info in general answers. 

SharePoint 
Permissions & 
SAM Oversharing 
Report 

Identifies and fixes broadly 
shared sites/files (like 
“Everyone” access or broken 
inheritance where sub-folders 
have wider access than parent). 

Reduce chance of inadvertent 
access. E.g., remove 
“Everyone” group from a site 
so Copilot can’t use that 
content for all users. 

Restricted 
Access Control 
(SharePoint SAM) 

Temporarily lock down a 
sensitive site so only a narrow 
whitelist (or no one) can have 
Copilot access it. 

In extreme cases, quarantine 
sensitive project data from AI. 
E.g., top-secret R&D 
SharePoint site is put under 
RAC until project completion. 

Copilot Audit 
Logs & Alerts 

Record of what info Copilot 
accessed or provided; alerts on 
policy deviations. 

Monitor unusual Copilot 
usage. E.g., alert if Copilot 
returns content from a 
Finance site outside business 
hours (potential data mining). 

By combining these measures, decision-makers create a robust environment where 
employees can collaborate freely with Copilot without fear of accidental leaks. For 
example, an HR director can safely use Copilot to generate an offer letter template 
drawing on past offers, knowing that any personal salary data is protected by labels and 
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DLP. The Copilot Control System essentially adds an “AI Safety Layer” on top of 
traditional data security. 

Best Practices: 

• Least-Privilege Data Access: Ensure Copilot’s data connectors (SharePoint, 
Teams, etc.) run with each user’s own permissions. This way, if a user isn’t 
allowed to see a file normally, Copilot won’t show it either. (By default, Copilot 
follows this model.) It’s worth IT double-checking any integrations or third-party 
connectors preserve this rule. 

• Regular Reviews of Copilot Answers: Especially during rollout, it’s wise to have 
a champion or admin periodically sample Copilot’s outputs to see if any 
sensitive info is slipping through. If something is spotted, immediately adjust 
DLP or labeling policies and use that event as a training example. 

• User Education on Data Handling: Emphasize to users that Copilot is an 
extension of themselves in terms of data access. They should treat its 
suggestions or assembled content with the same care as if they compiled it 
manually. For instance, if Copilot summarizes a confidential file for them, they 
shouldn’t paste that summary into a public chat either. Remind them: “If you 
can’t share the file, don’t share Copilot’s answer from it.” 

By proactively managing oversharing risks in these ways, organizations can confidently 
embrace Copilot’s efficiencies in day-to-day teamwork while keeping a firm grip on 
data governance. 
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4. Insider Risk Management – Detecting and Mitigating Misuse of 
Copilot 
While the previous section dealt with accidental data exposure, this session tackled a 
tougher scenario: insider risks. This refers to situations where a user – intentionally or 
unwittingly – uses Copilot in ways that could harm the organization, such as trying to 
extract sensitive info they shouldn’t or performing actions that violate policies. Copilot 
doesn’t create new insider threats, but like any powerful tool, it could be misused by a 
malicious insider (acting deliberately) or a negligent insider (acting carelessly). 
Decision-makers must be prepared to spot and stop such misuse swiftly. 

Importance for Decision-Makers: 

Insider incidents are among the most damaging security events (e.g., an employee 
downloading a client list before joining a competitor). Copilot’s speed and reach could 
amplify an insider’s ability to gather information. It’s critical for leadership to know that 
introducing Copilot will not blindside their security team – in fact, as presented in this 
session, Copilot’s control system can augment insider risk programs with AI-specific 
signals. Key reasons this matters: 

• Protecting Sensitive Assets: If someone is trying to siphon data via Copilot (like 
asking it a series of questions to piece together a secret), the organization needs 
to know and intervene. 

• Maintaining Compliance and Ethical Use: Decision-makers are accountable 
for ensuring AI tools aren’t used for unethical or illegal purposes internally (e.g., 
generating inappropriate content, or using AI to harass via communications). 

• User Accountability: Employees should understand that Copilot activities are 
monitored appropriately – this deterrent actually discourages intentional 
misuse. Conversely, it also protects employees by detecting if maybe their 
account was compromised and someone else is leveraging Copilot through their 
access (an external actor scenario). 

Challenges: 

Managing insider risk in the context of Copilot introduces some new angles: 

• Volume of Interactions: Copilot can perform many actions or data retrievals in 
a short span (it could answer dozens of questions in minutes). Traditional alerts 
(like “downloaded 100 files”) might need recalibration – e.g., “Copilot accessed 
100 files for User X in an hour” could be normal for research or alarming, 
depending on context. Distinguishing benign high usage from malicious activity 
can be challenging. 

• Stealthier Data Gathering: A savvy insider might try to get data without 
triggering obvious alarms – instead of downloading files, they might prompt 
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Copilot to summarize or list key points from sensitive documents, flying under 
file-access radar. 

• Multiple Small Incidents that Form a Pattern: One employee asking Copilot a 
single sensitive question might be innocuous. But if over a month they 
systematically query a range of confidential topics, that pattern indicates risk. 
Recognizing patterns across time and data sources is a complexity tailor-made 
for AI analysis. 

• False Positives vs. Negatives: Tuning the system to avoid crying wolf (flagging 
legitimate heavy users like a financial analyst using Copilot heavily before 
quarterly earnings) while also not missing real red flags (an engineer who 
normally never touches finance data suddenly querying revenue figures via 
Copilot). 

Tools & Methods: 

The session showcased how Microsoft Purview’s Insider Risk Management (IRM) 
solution has been extended to cover Copilot activities. Here are the key tools and 
methods available to decision-makers and their security teams: 

• Insider Risk Policies for AI Usage: Admins can define risk scoring rules that 
include Copilot signals. For example, an IRM policy can be set: “If a user who is 
leaving the organization in <30 days (as detected by an HR exit flag) suddenly 
starts accessing a high volume of confidential files via Copilot, flag as high risk.” 
This marries HR data, file access logs, and Copilot activity into one risk score. 

• Automated Sequence Detection: The system (with machine learning) looks for 
sequences of actions that together suggest a potential incident. In the demo, we 
saw a scenario: User prompts Copilot for sensitive data → Copilot produces 
content labeled confidential → User then downloads files referenced. Individually 
each step might be allowed; together they form an escalation chain. Purview can 
catch these multi-step sequences and generate an alert that “User X may be 
attempting to exfiltrate sensitive info with Copilot.” 

• Adaptive Protection (Dynamic Policy Adjustment): Perhaps the most 
innovative part – once a user is identified as an insider risk, certain controls can 
tighten automatically for that user. For instance, if User Y triggers multiple alerts 
and now is deemed “High Risk,” the system can automatically prevent Copilot 
from answering that user’s sensitive queries at all (the event described an 
example: a policy can flip a user’s status such that any attempt to use Copilot on 
protected files is blocked outright rather than just monitored). Essentially, the 
user’s risk score alters their privileges in near-real time. This adaptive approach 
means you don’t penalize everyone with super strict settings – most users 
operate normally, but a flagged user’s Copilot access can be silently throttled or 
restricted. 
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• Communication Monitoring for Copilot misuse: If an insider tries to use 
Copilot to generate inappropriate communications (e.g., offensive content or 
harassment), Communication Compliance comes into play. There are machine 
learning classifiers that can read Copilot-generated messages or emails to 
detect toxicity or sensitive content. The session gave an interesting example: 
prompt injection attacks. If a user tries to instruct Copilot to ignore policies or 
produce disallowed output (a type of misuse), the system can detect that 
attempt in near real time and block it. From a decision-maker perspective, this is 
an assurance that employees can’t easily use clever tricks to subvert Copilot’s 
safety rules – and that attempts to do so are logged as policy violations. 

In practice, security teams should incorporate these AI-specific tools into their existing 
insider risk workflows: 

• Regular Risk Review Meetings: Just as security teams review DLP incidents or 
account lockouts daily/weekly, they will now include Copilot incident reports. 
Expect new incident types like “Attempted Sensitive Data Harvest via Copilot” to 
be on the agenda. 

• Escalation Protocol: If an insider risk alert from Copilot usage crosses a certain 
threshold (e.g., classified as High severity by the system), it might trigger 
immediate actions – such as temporarily suspending the user’s Copilot access 
(which can be done via a flag in their user profile or by adaptive policy as noted). 
This should be defined clearly: Who gets notified (HR, CISO, manager) and what 
investigative steps follow. 

• User Education & Deterrence: Believe it or not, telling the workforce about 
these monitoring capabilities can prevent incidents. When employees know 
“Copilot usage is logged and unusual behavior will be flagged,” it discourages 
the tempted malicious insider and reminds all users that policies still apply in 
the AI context. This message can be included in training and an AI acceptable 
use policy. 

Best Practices: 

• Start with Strict Policies, Relax Gradually: During initial rollout, err on the side 
of caution. For example, enable alerts for moderately risky behavior (to baseline 
what “normal” looks like) before deciding what can be safely ignored. It’s easier 
to loosen a tight policy than to tighten a lax one after a breach. 

• Integrate with HR Processes: If someone is part of a reduction in force or has 
resigned, consider automatically elevating monitoring on their account (this can 
be done in Purview by integrating with HR departure feeds). Many insider 
incidents occur in the notice period. Adaptive policies can then, for instance, 
disable web search or limit the data scope Copilot will serve them. 
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• Leverage AI for Triage: The volume of data (especially content of prompts and 
responses) can be high. Use the built-in AI of Purview to triage alerts. The 
system can group related activities and provide an “Insider Risk Score.” Focus 
on high-score cases. For example, if Copilot logs show a user tried multiple 
times to circumvent safeguards (prompting things like “show me confidential file 
X”), that case will get a higher risk score and should be prioritized. 

• Document and Train on Incident Response: Ensure the security team has 
playbooks for Copilot-related incidents. This is new territory. For instance, if 
Copilot is used to generate bullying messages, is it handled under the anti-
harassment policy or security? Likely both – so involve HR and employee 
relations. If an employee tries to exfiltrate data via AI, what steps are taken 
differently than if they emailed it out? These nuances should be thought through 
in advance. 

In summary, Insider Risk Management for Copilot ensures that one of the most 
damaging threat vectors – internal misuse – is covered by the same vigilance as 
external threats. With these tools, decision-makers can confidently say that enabling 
Copilot will not create a Wild West internally; rather, the organization’s “digital immune 
system” is monitoring AI activities just as thoroughly as emails, downloads, and other 
interactions. And the positive flip side: if misuse is virtually impossible or swiftly caught, 
everyone else can use Copilot freely to innovate, without the few bad apples spoiling 
the bunch. 

 



Handbook Copilot Control System -16 -  by Copilot Research Agent 

5. Copilot Usage Analytics and ROI – Measuring Impact and Success 
Metrics 
With governance and security controls addressed, the focus shifts to value realization. 
This session was all about measuring how Copilot and AI agents are being used and 
whether they are delivering the promised productivity benefits. For decision-makers 
(particularly business sponsors and IT leads), it’s critical to have hard data answering: 
Is Copilot making a difference? If so, how can we quantify it? If not fully, where are the 
gaps to improve adoption or utility? 

Importance for Decision-Makers: 

Investing in Copilot (through licensing, integration work, user training) represents a 
significant commitment. Decision-makers must justify this investment through 
concrete metrics. Moreover, continuous measurement allows for data-driven 
decisions: expanding Copilot to more users, focusing training on underused features, or 
tweaking configurations. This session demonstrated that “you can’t manage what you 
don’t measure.” Key importance points: 

• Adoption Tracking: Simply put, are employees using Copilot? For example, 
what percentage of licensed users actively invoke Copilot weekly? If usage is 
low, leadership needs to investigate why (awareness? usefulness? access 
issues?) and take corrective action (perhaps more training or feature 
adjustments). 

• Productivity and Efficiency Metrics: Beyond raw usage, how is Copilot 
impacting work outputs? For instance, if before Copilot, drafting a project 
update took 2 hours and now it takes 1, that’s a measurable efficiency gain. 
Scaled across many tasks and employees, these savings illustrate ROI in time 
(and by proxy, cost). Decision-makers want to see these aggregations – “Copilot 
has generated X hours of time saved this quarter” or “Copilot adoption 
correlates with 15% faster case resolution in customer support.” 

• User Satisfaction and Quality: Are users happy with Copilot’s answers? If they 
find half the suggestions irrelevant and have to redo work, the ROI diminishes. 
So tracking qualitative feedback (via surveys or ratings) is important. Also, 
repeat usage is a proxy: if people come back to use it daily, it’s providing 
perceived value, whereas a tool used once then abandoned indicates issues. 

• Identifying High-Value Use Cases: Analytics can spotlight which Copilot 
features or use cases are most popular or effective. For example, analytics 
might show 80% of Copilot interactions are people asking to summarize long 
documents. That insight tells decision-makers a) that feature is extremely 
valuable – maybe invest more in it, and b) other features are underused – maybe 
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they need promotion or are not as needed. This guides future development and 
training priorities. 

Challenges: 

Accurately measuring impact has some challenges: 

• Attributing Productivity Gains: It’s inherently tricky to prove a document 
Copilot helped write took half the time. We often rely on user self-reporting or 
approximations (like number of words generated by Copilot vs. manually). 
During the session, the presenters discussed metrics like “Copilot assisted 
hours saved” which are estimates based on assumptions (each Copilot action = 
X minutes saved). Decision-makers should understand these are estimates, 
albeit informed ones. 

• Data Overload: The analytics systems generate a lot of data – usage by user, by 
feature, by hour. The challenge is extracting meaningful KPI’s that align with 
business outcomes. It’s easy to drown in charts. One needs to decide on a 
handful of Key Performance Indicators (KPIs) for regular reporting to 
leadership (examples: weekly active Copilot users, average Copilot interactions 
per user per day, time saved as reported by users or as calculated, reduction in 
support ticket backlog if Copilot is used in self-service, etc.). 

• ROI in Financial Terms: Translating efficiency into dollar savings or revenue 
uplift can be contentious. For example, time saved doesn’t always equal cash 
saved unless you cut overtime or repurpose staff. Leaders may challenge the 
ROI numbers – “Show me how that time saved improved the bottom line.” This 
requires linking Copilot metrics to business metrics (e.g., faster sales proposals 
could mean more bids submitted, which could mean more wins). That analysis 
can be complicated and may require a longer observation period. 

• Ensuring Data Privacy in Analytics: Ironically, while measuring usage, one 
must be careful not to infringe on privacy. The analytics should focus on 
aggregate trends, not surveillance of individual’s content. For trust, 
organizations often anonymize or aggregate Copilot usage data when sharing 
broadly. 

Tools & Methods: 

The session demonstrated Microsoft’s built-in analytics and reporting tools for Copilot, 
which make it easier to gather and interpret these metrics: 

• CoPilot Usage Dashboard (Microsoft 365 Admin Center): A ready-made 
dashboard that shows adoption and usage trends. It typically includes: 

o Active Users: How many users engaged with Copilot over the past 
day/week/month. 
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o Usage Intensity: For example, average number of Copilot actions per 
user per day. This helps identify if it's a one-off novelty or a deeply 
embedded tool. 

o Feature Utilization Breakdown: E.g., 40% of Copilot asks are for draft 
emails, 30% for document summarization, 20% for data analysis, 10% 
other. (These numbers are hypothetical but such breakdowns were 
mentioned as available.) 

o Web vs. Work Data Usage: Perhaps showing how often Copilot queries 
web search vs. just internal data, indicating reliance on internet info. 

o CoPilot Assisted Hours Saved: As shown in the event, Microsoft has a 
metric that multiplies the count of certain actions by an estimated time 
saving per action to quantify hours saved. Decision-makers can use this 
as a directional indicator of productivity gain. 

• Viva Insights & Custom Analytics: For more tailored analysis, decision-makers 
can turn to Viva Insights (which now accepts custom data like Copilot usage). 
For example, one could compare time spent in meetings or after-hours 
workload before and after Copilot rollout for certain teams – a decrease might 
indicate Copilot is helping complete work faster during normal hours. 
Additionally, by uploading business outcome data (sales figures, support 
resolution times) and correlating with Copilot usage (as Mike’s team did), one 
can look for patterns like “Teams using Copilot heavily show 10% shorter sales 
cycles.” This requires statistical analysis and was mentioned as an advanced 
step for measuring impact (not just usage). 

• Periodic User Surveys (CoPilot “Pulse Checks”): A simple but effective 
method: after a few weeks of use, poll your user base with a few questions: “On 
a scale of 1-5, how much time do you think Copilot saves you in a week?”, 
“Name one task Copilot has made easier, and one it hasn’t helped with.” These 
qualitative inputs put context around the numbers and can highlight success 
stories or pain points. Often, these anecdotes (e.g., “Copilot’s meeting 
summaries free me to focus on discussion instead of note-taking”) can be 
included in reports to give color to the stats. 

• Key Performance Indicators (KPIs) Definition: Based on the above, leadership 
should decide on a core set of KPIs to monitor regularly. Table 4 provides an 
example KPI set that might be reported monthly to stakeholders: 
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Table 4. Example KPIs for Copilot Value Realization 

KPI Description Target/Benchmark 

Copilot Active User Rate 
% of licensed users who used 
Copilot at least 1x in last 7 
days. (Adoption indicator) 

e.g., 75% after 3 months 
of rollout. 

Average Daily 
Interactions per User 

How many prompts or 
actions the typical active user 
generates per day. 
(Engagement depth) 

Baseline at launch; aim 
to increase by 20% over 
2 months. 

User Satisfaction Score 
(CoPilot) 

Average rating from user 
survey (e.g., “Overall, how 
helpful is Copilot for your 
work?” on 5-point scale). 

e.g., ≥4.0/5.0 mean after 
1 quarter. 

Estimated Time Saved 
(Hours/User/Week) 

Aggregate measure from 
usage telemetry converting 
Copilot outputs to time 
saved. 

e.g., 3 hours per user per 
week (goal). 

Task Acceleration 

Specific task metric – e.g., 
Sales proposal document 
cycle time or Support ticket 
resolution time, comparing 
before/after Copilot. 

e.g., -15% faster 
resolution time after 6 
months. 

Copilot Responses with 
Sensitive Content 
(monitored) 

Number of times Copilot 
attempted to show protected 
info (should ideally trend 
down due to good policy). 

No target (lower is 
better); use to ensure 
security efficacy. 

• Regular ROI Reporting: Finally, use these KPIs to compile a concise monthly or 
quarterly “Copilot Impact Report” for executives. This report might show, for 
instance: “800 employees actively use Copilot each week, averaging 5 uses/day. 
We estimate Q3 time savings at ~12,000 hours across the company, roughly 
equivalent to \$X in productivity. Satisfaction is high (4.2/5), and support tickets 
related to Copilot have dropped 30% after additional training sessions, 
indicating growing proficiency.” Including a short narrative like this turns raw 
data into a business story. 

Best Practices: 

• Combine Quantitative and Qualitative Data: Don’t rely on one metric. If usage 
is high but satisfaction is low, dig into why (maybe people are mandated to use it 
but find it unhelpful). If satisfaction is high but usage is low, perhaps a smaller 
group loves it – figure out how to scale that success to more users. 

• Benchmark and Track Trends: Measure before rollout if possible (e.g., how long 
does it take to create a monthly report pre-Copilot). Those benchmarks make 
improvements evident. Also, track trends month-to-month – a plateau or drop 
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might mean it's time to intervene (via more training or new use cases to keep 
interest up). 

• Engage with Champions for Insights: Your champion users can provide context 
to metrics. For example, analytics might show low usage in a certain 
department. A champion there could explain, “Our work involves a lot of 
specialized software Copilot isn’t integrated with yet,” which could inform 
integration plans or managing expectations for that department’s ROI. 

• Publicize Wins: When analytics show a clear win (say, a team finished a project 
in record time thanks to Copilot), publicize it internally. This not only justifies the 
investment upward but also encourages broader adoption (FOMO – fear of 
missing out on these benefits – can be a great adoption driver among peers). 

By diligently analyzing usage and outcomes, decision-makers can ensure that Copilot 
doesn’t just “sound good” but delivers tangible value. The data will highlight where it’s 
working well and where course corrections are needed, allowing the organization to 
continually optimize how Copilot is deployed. In essence, measurement closes the 
loop of the Copilot Control System: you secure it, you manage it, people use it – then 
you measure it, to feed insights back into improving security and management 
decisions, as well as demonstrating success. 
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6. Agent Lifecycle Management – Governing AI Agents from Creation 
to Deployment 
Beyond the core Copilot assistant that lives in apps like Teams and Outlook, many 
organizations will develop custom AI “agents” – specialized Copilot-like bots or 
assistants tailored to specific departments or functions. Examples might include a 
Sales CoPilot that knows your CRM system, or an HR Answer Bot that employees ask 
HR questions to. These agents are built using Copilot Studio and the Power Platform, 
often by “makers” within the business (power users or citizen developers) rather than 
professional coders. Session 6 discussed how to manage the lifecycle of these agents 
– from initial maker experimentation to enterprise-grade deployment and maintenance. 

Importance for Decision-Makers: 

This is where AI innovation meets IT governance. Leaders want to empower business 
units to solve their own problems with AI (it’s faster and the people closest to the 
problem often design the best solution). But without guardrails, hundreds of unofficial 
bots could pop up, causing inconsistent quality or even security gaps. Proper lifecycle 
management delivers: 

• Innovation at Scale, Safely: The goal is to let a thousand agents bloom – but 
ensure they bloom in the right gardens (proper environments) and that the best 
ones can be harvested for enterprise use. 

• Quality Control: Not every prototype agent should be available company-wide. 
Decision-makers need a funnel to identify which bots meet standards (accuracy, 
compliance) before wider release. 

• Cost and Resource Management: Each agent consumes resources (API calls, 
maintenance effort). A lifecycle process prevents redundancy (10 teams building 
the same bot unaware of each other) and retires agents that aren’t used. This 
optimizes spend and effort. 

• Change Management: As agents evolve (new features, updated data sources), 
there should be version control and testing – which are part of lifecycle 
governance. This ensures updates to a widely used Sales Bot, for instance, don’t 
break functionality unexpectedly. 

Challenges: 

Implementing a well-governed maker culture has several challenges: 

• Balancing Freedom and Control: If IT locks down everything (no one can make 
an agent without submitting a request), innovation slows and shadow IT may 
flourish. If IT is hands-off, you might end up with a wild west of bots, some 
potentially insecure or incorrect. Striking the right balance – often through a 
tiered environment strategy – is tricky but vital. 
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• Environment Sprawl: With many makers, you can end up with an explosion of 
development environments, test versions, and duplicates. Admins need ways to 
get visibility into all these agents and where they live. The session described new 
Power Platform Admin Center features to list and monitor all agents across 
environments – adopting those is key, but requires awareness and new process 
on the admin side. 

• Promotion Path from Personal to Production: Many great solutions start as a 
quick personal bot. The challenge is establishing a clear path to move that bot 
into a production environment where it’s supported and trusted. This involves 
code promotion (exporting the bot's solution and importing to a controlled 
environment) and perhaps a formal review or approval step. Organizationally, it 
means defining criteria: what warrants promotion? Who signs off? 

• Maker Support and Guidance: Not all makers are experienced developers. They 
may need help following best practices (setting appropriate permissions in their 
bot, handling errors, using templates effectively). Without support, their bots 
might be insecure or inefficient. But IT teams often lack bandwidth to deeply 
support hundreds of citizen devs one-on-one. A structured program (champions, 
templates, office hrs) is needed, which can be challenging to establish at scale. 

Tools & Methods: 

The event introduced concrete tools to implement a structured agent lifecycle while 
empowering makers. Here’s how decision-makers can set up their organization for 
success: 

• Environment Strategy (Green/Yellow/Red zones): Borrowing a concept from 
governance models (and indeed from Gartner’s advice, as mentioned), IT can 
create separate Power Platform environments for different stages of bot 
development: 

o “Green Zone” – Personal Dev Environments: Every maker gets a 
personal dev environment (like a personal workspace) to tinker freely. 
These environments have strict limits – e.g., they can’t share bots with 
others (only the maker can use it), and connectors to sensitive systems 
might be restricted. This sandbox approach was shown in the demo: each 
user automatically routed to a developer environment group with policies 
in place. Makers can experiment without risk to others. 

o “Yellow Zone” – Team or Departmental Test Environments: When a 
bot shows promise (say a sales team finds a bot useful and wants a few 
colleagues to try it), it can be moved to a slightly more open environment. 
In this environment, sharing is enabled within a defined group 
(department), and perhaps more connectors are allowed (since it’s now a 
team solution, not just personal). However, it’s still labeled a “test” or 
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“pilot” – with warnings that it’s not officially supported, and usage should 
be carefully monitored. 

o “Red Zone” – Production Environment: This is a controlled environment 
where only approved, fully vetted agents live. Bots here typically 
underwent a review (security check, performance test, accuracy 
validation by subject-matter experts). In production, the bot can be 
broadly accessible (even tenant-wide), and IT treats it as an enterprise 
application – with monitoring, SLAs (service-level agreements) if needed, 
and inclusion in disaster recovery plans. 

o Supporting Method: Use Environment Groups and Routing Rules 
(features in the Power Platform Admin Center) to automate this. For 
example, any new developer (maker) automatically gets added to the 
“Dev Agents” environment group (Green). A pipeline is set up that 
enables a maker to submit their bot for promotion – which triggers an 
approval workflow to push it to Test or Prod. 

• Advanced Maker Policies: Inside those dev environments, admin can set 
guardrails using Data Polices (as discussed earlier) and sharing limits. For 
instance, the admin can disable external sharing of bots from dev environments 
(so a maker cannot inadvertently expose their dev bot to outside collaborators or 
customers). Another powerful feature is the “restricted actions” list in 
connectors: e.g., in dev, allow a maker’s bot to read SharePoint data but not 
delete or send external emails. These fine-grained controls let makers build 
functional prototypes while containing potential damage. 

• Inventory and Monitoring of All Agents: The Admin Center now includes an 
Inventory of all co-pilot agents across environments, with details like owner, 
environment, last modified, shared status, etc. (We saw a glimpse of this in 
Zohar’s demo.) IT should designate someone (e.g., a Power Platform admin or 
Center of Excellence lead) to review this inventory periodically. They might 
catch, for example, duplicate bots (“We have 3 different expense report bots – 
let’s consolidate”) or stale bots (“This hiring FAQ bot hasn’t been used in 60 days 
– should we retire it?”). 

• Solutions and ALM Pipelines: Each agent built in Copilot Studio is packaged as 
a Power Platform Solution behind the scenes. This means traditional 
Application Lifecycle Management tools apply. Makers (with guidance) can 
export their solution from dev and import into test/prod. Better yet, IT can set up 
an automated pipeline (perhaps using Azure DevOps or GitHub via Power 
Platform Build Tools) to promote solutions between environments upon 
approval. The session described an easy-to-use pipeline UI where a maker 
presses “Deploy” and, after approval, it moves the bot to production. The key 
method for decision-makers is to invest in setting up this pipeline once, so that 
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every promotion thereafter is consistent and doesn’t require reinventing 
process. 

• CoE (Center of Excellence) Starter Kit: Microsoft provides a bundle of tools 
and best practices (the Power Platform CoE Starter Kit) which now includes 
Copilot governance components. This kit can track metrics like number of bots 
per environment, identify top makers, etc. Adopting these tools gives decision-
makers pre-built insights for managing the maker ecosystem (e.g., spotting if 
one environment is nearing capacity or if a particular department needs more 
support based on bot usage patterns). 

• Maker Enablement & Support: Soft tools are as important as technical ones. 
Encourage a Champions Community for Power Platform/Copilot makers. 
They will help each other by sharing solutions, components, or lessons learned 
(for example, a champion might publish a reusable “HR Q&A bot template” that 
others can copy instead of each building from scratch). Also provide channels 
for Q&A – maybe a monthly “AI Maker Clinic” (live session or team channel 
where IT experts answer questions). This reduces the chance a maker gets stuck 
and abandons a useful bot. 

By establishing this clear life cycle – from inception in a safe sandbox, to gradual 
widening of audience, to fully supported production deployment – the organization can 
harness the creativity of its employees without losing control or quality. A good analogy 
shared in the session was treating these AI agents like any other product development: 
you have a dev stage, a UAT (User Acceptance Testing) stage, and a release stage, with 
quality gates in between. 

Best Practices: 

• Define Promotion Criteria Early: Decide what boxes a bot must check to go 
from dev to test to prod. For example: “To promote to production, an agent must 
have: at least one VP sponsor sign-off, passed a security review of 
connectors/permissions, a training document for end-users, and evidence from 
pilot usage that it’s accurate (e.g., 90% success in answering pilot group’s 
questions).” Document these so makers know the target. 

• Use Naming Conventions: To easily identify environments and agents at each 
stage, use a naming scheme. E.g., prefix dev agent names with “(DEV)” or have 
environment names clearly labeled “CoPilot-Dev-DeptX”. This shows up in 
admin lists and avoids confusion. 

• Monitor Cost and Resource Usage: If an agent calls back-end services (like 
fetching data from an SAP system via API), monitor those API calls. A poorly 
designed bot might hammer a system with too many requests. The management 
tools can show how many “actions” bots take. Set thresholds and alert on 
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anomalies (if one bot suddenly surges in usage, check if it’s trending viral in a 
good way or malfunctioning in a bad way). 

• Retire Ruthlessly: Not every bot will be a hit. It’s better to remove or merge 
redundant/unused agents to reduce clutter. Have a policy (e.g., “if no usage in 
90 days, agent goes into quarantine; if none in 180 days, it’s unpublished”). 
Makers should be informed that if their solution isn’t gaining traction, it might be 
phased out – and that’s okay, focus on higher-value projects. 

• Recognize and Scale Successes: Conversely, when a particular agent saves a 
lot of time or gets high adoption, highlight it. Potentially formalize it – e.g., the 
successful Sales bot built by a sales manager now becomes an IT-supported 
app in production, ensuring it has the resources and support needed as it 
becomes mission-critical. Reward the maker (could be as simple as leadership 
recognition) to incentivize others. 

Through structured lifecycle management, enterprises can enjoy a vibrant internal 
marketplace of AI solutions that evolve from grassroots ideas to officially sanctioned 
tools. This fosters innovation culture – employees feel empowered to solve problems – 
yet the organization stays in command of the overall AI landscape, with visibility and 
governance at each step. Decision-makers essentially become curators of innovation, 
scaling up the ideas that work and gracefully scaling down those that don’t, all while 
keeping everything secure and compliant. 
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7. Empowering Makers Safely – Zones, Environments, and Self-
Service Development 
(This section complements the previous one by zooming in on the “empowering 
makers” aspect – providing practical guidance on enabling employees to create Copilot 
agents in a safe, controlled manner.) 

One of the unique advantages of the Power Platform and Copilot Studio is that they 
allow “citizen developers” – business users with domain expertise – to build their own 
mini-Copilots (bots) without heavy coding. Session 7 focused on how to empower 
these makers with the tools and access they need, while maintaining governance. 
Essentially: how to cultivate an innovation sandbox across the organization. 

Importance for Decision-Makers: 

From a leadership perspective, fostering innovation and automation at the grassroots 
level can significantly augment IT’s capacity to deliver solutions. Business teams often 
have niche needs that central IT might not rapidly meet; if those teams can safely build 
their own AI assistants, the whole company becomes more agile. However, this must 
be approached with structure to avoid chaos. By empowering makers safely, decision-
makers achieve: 

• Faster Problem Solving: The people who face a problem (e.g., customer service 
reps) can create an AI tool to help them (e.g., a bot that suggests answers from 
internal knowledge bases), without waiting in a long IT backlog. 

• Higher Adoption: People are naturally more invested in tools they create or 
customize. A salesperson is more likely to use a sales-support Copilot that her 
team built and tailored to their lingo and process. This bottoms-up approach can 
drive adoption better than top-down mandates. 

• Distributed Innovation with Central Oversight: Via the zone model, makers 
operate in controlled environments. Leadership retains oversight (through 
inventory and approval processes as discussed) – thus getting “the best of both 
worlds” (creativity and control). 

• Building a Digital Culture: Empowering employees to build solutions fosters a 
culture of learning and innovation. It sends a message that the organization 
trusts and invests in its people’s ideas (which can aid talent retention and 
engagement). 

Challenges: 

Empowering makers is not without pitfalls, typically around ensuring quality, avoiding 
redundancy, and providing sufficient support: 
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• Skill Gaps: Not all employees have the background in designing effective 
prompts or logical flows. Some might build suboptimal agents (e.g., a bot that 
answers incorrectly due to poor prompting). If many low-quality bots circulate, it 
could sour attitudes toward the tech. Training and templates were discussed as 
solutions to this. 

• Scale of Support: If you enable, say, 500 makers, how do you support them? 
They will have questions like “How do I connect to System X?” or “Why is my bot 
not answering correctly?”. Traditional helpdesks may not yet be prepared to 
support citizen-developed AI. 

• Governance Fatigue: Striking the right balance is hard; if makers feel too 
restricted by IT rules (e.g., not allowed to use a needed data source in dev), they 
might become frustrated or try to circumvent processes. Conversely, if IT feels 
overwhelmed by the volume of new solutions, they might be tempted to clamp 
down too tightly, undoing the empowerment effort. Continual dialogue (a Center 
of Excellence bridging IT and makers) is needed. 

• Integration and Reuse: Without coordination, makers might duplicate efforts. 
E.g., ten HR officers each make a PTO approval bot for their region – maybe 
slightly different. There’s a missed opportunity to share components or converge 
into one solution that handles multi-region. Getting makers to share their work 
and reuse existing assets (instead of rebuilding) is a cultural and technical 
challenge. (The event talked about champion communities and templates to 
address this.) 

• Cost Management: If every department starts spinning up multiple AI agents 
calling various APIs or services, costs can rise. It’s crucial to monitor 
consumption, as covered in Session 8, and possibly charge back usage to 
departments to encourage efficient designs. 

Tools & Methods: 

To empower makers within safe boundaries, the organization can implement several 
strategies and leverage tools: 

• Tiered “Zones” with Self-Service Provisioning: As described earlier, set up 
Green Zone (Personal Dev) environments that are automatically created for any 
user who wants to build. This can be automated by policy – for instance, the first 
time someone opens Copilot Studio, an environment is provisioned for them 
with pre-set governance. The admin can do this via Power Platform 
Environment Templates and the routing rule (“Developer creates environment 
on first run”). This lowers the friction – no lengthy request process to start 
building – while still placing the maker in a governed space. 

• Pre-Built Templates and Components: Provide makers with templates for 
common agent types (the session mentioned Microsoft’s internal library of use-
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case templates). For example, an “FAQ Bot” template might already include a 
basic question-answer flow and connections to common data sources; the 
maker just plugs in their specific Q&A content. Templates ensure a baseline of 
quality and security (since IT can embed best practices in them) and accelerate 
development. Similarly, maintain a Component Library (via the Power 
Platform’s solution library or GitHub) where makers can find and reuse pieces 
(like an “Email the result” component, or a pre-built connector to the CRM). 

• Maker Training Program: Launch a bite-sized training series for new AI makers. 
This could include: 

o An initial workshop (or recorded video) on “How to Build Your First Copilot 
Agent” covering basics and demonstrating making a simple bot in 30 
minutes. 

o Office Hours: A weekly open call where makers can bring questions or 
troubleshoot issues with support from expert IT or champion users. 

o Internal Community Forums: Use a Teams channel or Yammer (Viva 
Engage) community dedicated to Power Platform/Copilot makers. 
Encourage Q&A and peer help there. As noted in Carolina’s session, often 
the best support comes peer-to-peer. This also fosters recognition 
(people share their successes, inspiring others). 

o Champions & Mentors: Identify early power-makers and officially 
recognize them as Champions. These individuals might help moderate 
the community or run training sessions in local departments. Perhaps 
align one champion per department to be the first line of support for 
colleagues trying to build something. 

• Clear Submission & Approval Workflow: Provide a simple mechanism (likely 
integrated into Copilot Studio or via Power Automate flow) for a maker to say “I 
think my bot is ready to share with the team” or “ready for org-wide use.” The 
session demo showed a “Deploy” button that triggers an approval request. 
Behind the scenes, that can be a Power Automate approval flow to a designated 
approver group (perhaps the Center of Excellence or IT governance board). If the 
approver rejects, include feedback (“Please add a usage guide and resolve these 
2 security findings, then re-submit”). If approved, the pipeline publishes it to a 
target environment. This method ensures no self-service bot jumps to broad 
distribution without oversight, but also streamlines the promotion (a one-click 
for the maker). 

• Usage Monitoring & Maker Recognition: Keep an eye on which maker-created 
agents gain traction. Use the analytics to find top 10 community-built bots by 
usage. Then, do two things: (1) Consider them for promotion to official IT support 
(so they get robust hosting, perhaps some dev polishing, and formal SLAs if 
needed). (2) Publicize them as success stories (“The Marketing team’s Social 
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Media Copilot – built by Jane Doe – is now being used 500 times a week and has 
cut response time on Twitter by 50%”). This recognition not only rewards the 
maker but encourages others to see what’s possible and follow suit. 

• Cost Transparency: If you enable Pay-as-you-go (PAYG) billing for environments 
(as Ameya described in Session 8), make sure each maker’s department is 
aware of the cost their bots incur (through chargeback or at least a dashboard). 
This tends to make makers more prudent – e.g., they will avoid unnecessary 
complexity that racks up API calls – and it prevents surprises for management. If 
an agent is extremely useful but costly, decision-makers can decide knowingly 
to fund that usage (or optimize it). 

Best Practices: 

• Maintain Environment Discipline: Don’t let one environment become a 
dumping ground for too many projects. Encourage makers to work in their 
personal environment or a dedicated team environment. This avoids overlap and 
confusion about who owns which bot. The environment routing and group setup 
automates much of this, but monitor if people start creating ad-hoc 
environments and bring them under the CoE’s wing if so. 

• Enforce Source Control for Complex Bots: If a particular department’s bot 
becomes complex (multiple makers collaborating, many components), 
introduce them to using source control (like checking solution files into a Git 
repo) and versioning. While perhaps advanced for pure business users, a savvy 
champion or an IT dev can assist. This ensures that as multiple people improve 
an agent, they don’t overwrite each other’s work and there is rollback capability 
if an update breaks something. The Power Platform supports solution export as 
code for this purpose. 

• Periodic Maker Showcases: Beyond just support, celebrate innovation. Host a 
quarterly “Copilot Agent Expo” (virtual meeting or internal event) where makers 
demo the agents they built, especially ones that solved a real pain point. 
Decision-makers and peers can attend, ask questions, and consider cross-
pollinating these ideas to other units. This builds enthusiasm and a healthy 
competitive spirit (“If HR built a great onboarding bot, we in Finance can build a 
great expense bot”). It also helps surface duplicate efforts – two groups might 
realize they can join forces on a single solution. 

• Update Governance as Needed: Learn from how makers are actually using the 
platform. Maybe you originally blocked a certain connector (thinking it was risky) 
but later realize it’s needed and the risk can be managed – then unblock it. Or 
vice versa, you allowed something and then saw misuse – so tighten it. 
Governance policies (like data loss rules or environment restrictions) should be 
reviewed periodically in light of maker feedback and security monitoring results. 
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Involve makers in that review; they might suggest, “If you allowed connector X, 
we could do Y – but how about enabling it and we agree to use it only in dev, not 
in production?” This collaborative approach fine-tunes empowerment with 
responsibility. 

In essence, empowering makers safely means establishing a framework that is 
permissive by default and preventive by design. It creates a sandbox with walls: 
inside, creativity flourishes; the walls keep it from spilling out of bounds. Through 
clearzones, supportive communities, and smart oversight, decision-makers can turn 
hundreds of employees into co-creators of AI solutions, multiplying the organization’s 
ability to leverage Copilot technology in every niche of the business. This not only 
accelerates digital transformation but also engenders a sense of ownership and 
innovation culture at all levels. 
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8. Building Secure Enterprise-Scale Agents – Best Practices and 
Compliance Controls 
As makers and IT professionals collaborate to move promising Copilot agents into 
production (the “Red Zone” of our governance model), it becomes crucial to ensure 
these enterprise-scale agents are secure, compliant, and reliable. Session 8 delved 
into the nitty-gritty of fortifying Copilot agents that have become core to business 
processes. It covered how to bake security into the development process, manage 
credentials and APIs safely, and maintain compliance with regulations while using AI. 
Essentially, this is about professionalizing a citizen-developed bot into an enterprise-
grade application. 

Importance for Decision-Makers: 

When an AI agent graduates to enterprise-scale (e.g., an “Expense Report Copilot” is 
now used company-wide to help with expense submissions), it falls under the same 
expectations as any major system. Decision-makers must ensure it: 

• Protects Data: The agent likely touches sensitive data (financial records, 
personal information, strategy documents). It must uphold all security 
standards (encryption, proper access control) and not introduce new 
vulnerabilities. 

• Complies with Laws: If the agent processes personal data, does it do so in line 
with GDPR? If it suggests content, is it accessible (for workers with disabilities) 
and unbiased? Leaders have to answer these questions confidently. 

• Performs Reliably: Downtime or errors in a widely used agent can disrupt work. 
Planning for high availability, load capacity, and clear ownership for support 
(who fixes the bot if it breaks?) becomes necessary. 

• Aligns with IT Standards: It should be documented, version-controlled, 
monitored in production, and included in disaster recovery plans. If there’s an 
Azure service or database behind the bot, that service should be in IT’s inventory 
and under watch. 

The bottom line: an enterprise Copilot agent should be treated with the same rigor as 
any official software application the company uses to operate. Decision-makers cannot 
leave critical bots in “hobby” status; they need to industrialize them. 

Challenges: 

Building secure, compliant AI agents presents distinct challenges such as: 

• Secure Integration of Data Sources: Enterprise bots often connect to 
numerous systems (CRM, ERP, HR systems). Managing the credentials (API 
keys, connection strings) for these within the bot is sensitive. Hard-coding a 
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password is obviously bad – but even storing credentials in plain text in a Power 
Platform environment is discouraged. Using a Key Vault or other secret store is 
best practice, but makers may not be familiar with that. 

• Multi-Tenancy and Scope: Some agents might need to serve multiple 
departments but with data partitioning (each department’s data stays private). 
Ensuring the agent correctly filters content by user role is challenging. It might 
need to implement “data segmentation” logic. If poorly designed, it might leak 
data across groups (a security flaw). 

• AI Model Behavior: Large Language Models (LLMs) occasionally produce 
unexpected or undesired outputs (possible compliance issue if, say, it 
generated an insensitive phrase or used biased language accidentally learned 
from training data). Ensuring ethical AI behavior at enterprise scale is hard – it 
requires constant monitoring and fine-tuning (e.g., adding certain terms to a 
block list, using OpenAI’s content filters, or adjusting prompts the agent uses 
to steer tone). 

• Change Management for AI Behavior: Traditional software does what it’s 
coded to do, which is predictable. AI agents might change subtly as the model is 
updated or as they learn from new data (if using continuous learning). This can 
confuse users (“It used to answer this differently”). Managing the evolution of AI 
behavior – communicating changes, re-training when needed – is a new kind of 
maintenance for IT. 

• Regulatory Compliance: If the enterprise is in a regulated industry (finance, 
healthcare, government), any new tech must pass audits. Auditors might now 
ask “Show me this AI’s training data” or “How do you prevent it from revealing 
customer account numbers?”. Documentation and evidence for auditors (who 
may not be AI-savvy) is a challenge. The session likely mentioned using Azure 
OpenAI’s compliance offerings or maintaining logs of AI interactions for audit 
trails. 

Tools & Methods: 

To address these challenges, several best practices and tools were highlighted: 

• Secure Connection Management: Use Power Platform’s Azure Key Vault 
connector or environment-level secure settings to store credentials that bots 
use to connect to external systems. This way, makers never see passwords in 
plain text and rotating keys is easier (update in vault, bot picks up new key). 
Additionally, apply the principle of least privilege: if the bot only needs read 
access to a database, don’t give it write permissions. This limits damage if 
misused. 

• Data Segregation via Access Control: If one enterprise bot serves multiple 
groups, implement data access checks inside its logic. For example, a bot that 
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answers HR policy questions for all employees might fetch data from a 
SharePoint site that everyone can read – that’s fine. But a “Sales Deal Insight” 
bot that provides sales data should limit answers to data the querying user has 
rights to. This can be done by using the user’s identity (token) when the bot 
queries the database, not a generic service account. The platform supports 
using the current user’s context in connectors (called “User Delegation” in 
some systems). Ensuring the bot uses that prevents cross-data leakage. Testing 
this scenario is a recommended method: have a user from Dept A ask the bot 
about Dept B’s data – confirm it refuses or says no data found. 

• Rigorous Testing & Validation: Before a bot is “blessed” for production, 
perform penetration testing similar to a web app. Attempt prompt injections, try 
to retrieve unauthorized info, feed it tricky inputs. Evaluate its worst-case 
outputs. This can be done by internal security teams or even external 
specialists. The session likely mentioned having an AI security checklist (e.g., 
test with deliberately malformed queries to see if any sensitive content slips). 
Only once it passes these tests should it move to broad use. 

• Continuous Monitoring in Production: Even after deployment, set up alerts or 
logs for anomalies. For example, use Azure Application Insights if the bot is 
hosted on Azure to track errors or unusual activity volumes. Purview 
Communication Compliance can monitor ongoing interactions for policy 
violations (as discussed for insider risk). Make someone responsible for 
reviewing these logs periodically – akin to how a security admin reviews firewall 
logs. If something looks off (say a spike in usage at 2 AM or repeated content 
warning triggers), investigate promptly. 

• Model and Prompt Updates: Maintain the prompts/instructions the bot uses 
as code or config that goes through change control. If you find the bot giving an 
inappropriate answer, you might need to adjust the system prompt (the base 
instructions it always follows). Have a process for that: propose change, test 
with sample questions to see if it fixes the issue and doesn’t harm others, then 
deploy the prompt update. Additionally, stay updated with your model provider 
(OpenAI, etc.) for any model improvements or changes. Sometimes switching to 
a newer model version can improve quality or reduce risk of bad outputs – but 
test thoroughly because it might also behave differently. 

• Compliance Documentation: Keep a report on the bot’s design for audit 
purposes: what data sources it accesses, how it’s secured, what filtering is 
applied (e.g., it uses Azure OpenAI with built-in content filtering at severity level 
X, it logs all prompts and responses for 30 days, etc.). If you have industry-
specific requirements (HIPAA for health data, for instance), explicitly state how 
the bot meets them (perhaps it doesn’t include patient identifiers in responses, 
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etc.). This documentation, while tedious, will save a lot of time in a compliance 
review or certification process. 

• Utilize Microsoft’s Enterprise Settings: CoPilot/OpenAI services offer certain 
enterprise settings – for example, the ability to limit which models can be used 
(maybe disallow the use of non-approved model endpoints), or to host the AI 
service in a specific geography for data residency. Make sure these settings align 
with your corporate policies. 

Best Practices: 

• Treat the Bot as a Product: Assign a “Product Owner” or owner team for each 
major enterprise bot. This person ensures the bot’s knowledge is up-to-date 
(feeding it new FAQs or data as things change), oversees bug fixes, and monitors 
user feedback. It’s akin to having an owner for an internal application. The bot 
doesn’t run itself – people and processes keep it relevant and correct. 

• Regular Re-Certification: Establish a schedule (maybe annually or when major 
changes occur) to re-evaluate the bot against security and compliance 
standards. Just as you might annually review user access permissions, annually 
review the bot: is it still following all guidelines? Did any new compliance rule 
come out this year that the bot needs to adhere to? For instance, if a new privacy 
law limits automated decision-making, ensure the bot’s usage of personal data 
is still compliant under the new law. 

• Backup Bot Brain: If the bot relies on certain knowledge bases (SharePoint 
docs, Q&A pairs in a database), treat that content as critical data. Back it up just 
as you back up databases. If a SharePoint site that feed the bot gets corrupted or 
wiped, you should be able to restore it to not lose the bot’s “brain.” Also 
consider having a fall-back mode for the bot – e.g., if the AI service is 
unreachable, perhaps direct users to a manually curated FAQ page. This 
contingency planning is part of making it enterprise-grade. 

• User Acceptance Testing (UAT) with Stakeholders: Before wide release, 
involve a group of end-users or subject matter experts to try the bot in real 
scenarios. Their feedback will catch issues automated tests might not – e.g., 
“The bot’s tone in answers feels too curt for customer service; can we make it 
friendlier?” or “It missed a crucial detail that usually we always include.” 
Incorporate this feedback to refine prompts or data sources. This ensures the 
bot truly meets the business need and is accepted by users. 

• Gradual Rollout and Feedback Loops: Even after passing testing, consider 
rolling out the enterprise bot in phases (to one department, then to all). Monitor 
closely and set up easy feedback channels (like a “Was this answer helpful?” 
thumbs-up/down that logs responses). Use this to continuously improve. 
Decision-makers should enable the team to iterate on the bot regularly, rather 
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than assuming it’s “one and done.” This agile mindset keeps the bot effective as 
business content and needs evolve. 

By rigorously applying these best practices and controls, an enterprise-scale Copilot 
agent can become a trusted digital assistant in the organization, as dependable as 
any official software application. Decision-makers can then truly champion these 
agents, knowing they’ve been built and maintained with the same diligence as any other 
enterprise system – from security architecture to user training. This unlocks the full 
potential of AI assistance: broad usage coupled with strong safeguards, which 
ultimately drives substantial efficiencies and innovation at scale. 
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9. Driving Adoption and Best Practices – User Enablement, Training, 
and Culture 
The best governance and best-built solutions mean little if end-users do not actually 
use Copilot in their daily work. Session 9 was dedicated to practical guidance for AI 
and collaboration adoption, essentially the change management side of the Copilot 
rollout. It emphasized strategies to help employees embrace Copilot, learn how to use 
it effectively, and integrate it into their routines. For decision-makers, this is a top 
priority: the ROI of Copilot is only realized if people leverage it; hence user adoption 
isn’t a squishy afterthought – it’s a critical success factor that must be managed with 
the same rigor as technical deployment. 

Importance for Decision-Makers: 

As leaders, it’s vital to foster a culture where AI tools are accepted and actively utilized. 
Without intentional adoption efforts: 

• Productivity Gains Stall: If, say, only 30% of staff try Copilot and many revert to 
old ways, the organization misses out on potential improvements in output and 
efficiency. 

• Uneven Usage = Uneven Benefits: Some teams might leap ahead (using 
Copilot to automate tasks) while others lag (doing everything manually). This can 
create performance imbalances and even morale issues (“Why does that team 
have lighter workloads? Oh, they figured out the AI and we didn’t.”). 

• Resistance and Misconceptions: New tech often breeds uncertainty or fear 
(e.g., “Is this going to take my job?” or “I’m not tech-savvy enough for this.”). If 
leadership doesn’t address these head-on, some employees may consciously or 
unconsciously resist using Copilot, undermining its value. 

• Return on Investment Under Realized: Having paid for licenses and 
development, low adoption means a poor return. A concerted adoption program 
ensures the investment translates into actual workflow changes and outcomes. 

Challenges: 

Driving adoption involves human factors, which can be unpredictable. Some common 
challenges noted were: 

• Change Aversion: Employees comfortable with existing processes might view 
Copilot as an unnecessary or intimidating change. There can be a learning 
curve effect where initial hiccups (like Copilot giving an imperfect answer) make 
them say “this isn’t for me” prematurely. 

• Trust and Accuracy Concerns: If users doubt the accuracy of Copilot’s outputs, 
they won’t use it. Each time Copilot errs (and it will at times), it can dent trust. 
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Without addressing this (training users on checking outputs, improving accuracy 
through better prompt or data), adoption can stagnate. 

• Lack of Awareness or Imagination: Some users might not understand what 
Copilot can do beyond basic examples. They simply don’t realize certain painful 
tasks could be eased by Copilot. This limits usage to a narrow set of scenarios, 
leaving potential benefits on the table. 

• Information Silos/Communication: In a large org, not everyone hears the same 
message. It's possible some teams were barely aware Copilot was available or 
didn’t know it had expanded to more apps. Ensuring consistent, repeated 
communication is challenging but essential – one all-hands announcement isn’t 
enough. 

• Support at Scale: When hundreds of users start trying Copilot, they’ll have 
questions or need help. The usual helpdesk may not have all the answers if 
they’re not trained on Copilot usage issues (“The summary wasn’t accurate – 
what do I do?” is not a typical IT ticket). Setting up a support model for adoption 
(involving power users as first responders, etc.) is a challenge that the session 
addressed with champion programs. 

Tools & Methods: 

To overcome these challenges, the session shared a variety of adoption tactics and 
resources – effectively a toolkit for change management in the AI context: 

• Communication Campaign: Launch a sustained internal marketing campaign 
for Copilot. Not just one email, but a series of communications: 

o Leadership Endorsement: A message or short video from a senior 
executive (e.g., CIO or COO) highlighting why the company is 
implementing Copilot (“to free you from drudgery, so you can focus on 
high-value work”) and expressing confidence in employees’ ability to 
leverage it. This sets a positive tone from the top. 

o Success Stories: As soon as initial users report wins, share them. E.g., 
“Team A cut report prep time by 30% using Copilot – here’s how that 
helped them meet a tight deadline.” People love stories; it helps skeptics 
see practical possibilities. 

o FAQs and Myth-Busting: Proactively address common concerns. For 
example, a Q&A might clarify “No, Copilot does not replace jobs – it’s a 
tool to augment your expertise” or “Copilot only has access to the data 
you already have permission to see.” Dispelling fears builds trust. 

o Multichannel Outreach: Use email, the intranet, Yammer/Viva Engage 
posts, digital signage, even physical posters if relevant (“Have you tried 
Copilot in Outlook? It can draft replies instantly!”). Repetition across 
channels ensures reach. 
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• Training Programs: Offer tiered training to cater to different learning 
preferences: 

o Short How-To Videos: Demo one feature in 2-3 minutes (e.g., “Using 
Copilot to summarize a document”). A library of these bite-sized videos 
can be made available on the intranet or learning management system. 
Employees can watch on-demand as needed. 

o Interactive Workshops: Host live training (virtual or in-person) where an 
instructor walks through multiple scenarios with Copilot, and attendees 
can follow along or ask questions. Doing this department-wise can allow 
the trainer to use relevant examples (like marketing-related tasks for the 
Marketing team, etc.). 

o Hand-on Labs: If possible, set up a sandbox environment with dummy 
data where employees can practice using Copilot freely without worrying 
about messing up real work. Guided lab exercises (with written steps to 
try features) can build confidence. 

o Cheat Sheets and Tips: Provide quick-reference guides (one-pagers) 
with examples of useful prompts or commands and best practices. E.g., 
“When asking Copilot to draft an email: 1) specify the tone 
(friendly/formal), 2) mention key points to include, 3) always proofread 
final text before sending.” This reminds users how to interact effectively 
with the tool. 

• Champion Program and Community of Practice: Leverage the natural 
enthusiasts - those who early on grasp the value and become power users. Form 
a Copilot Champions group. Give them extra training so they can help others. 
Perhaps each department nominates one champion. 

o Have champions host “office hours” or mini-clinics for their peers 
(“Come by my desk Friday or join my Teams call, and I’ll help you set up 
Copilot or tackle a problem with it”). 

o Encourage champions to share advanced tips on internal forums and 
celebrate their contributions. For instance, if a champion figures out a 
great prompt technique to get better results, that tip gets pushed to all 
users via the intranet. 

o Recognize champions in internal newsletters or events to motivate them 
and others. A culture where peers are seen as go-to resources 
accelerates adoption more organically than reliance on IT support alone. 

• User Feedback Loops: Provide easy ways for users to give feedback on Copilot 
usage, and ensure that feedback is heard and acted upon: 

o Feedback Button in Tool: If possible, enable Copilot’s built-in feedback 
mechanism (which sends feedback to Microsoft and can be routed to 
your admin dashboard as well). Encourage users to use it whenever 
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Copilot’s output is unhelpful or particularly great. This helps improve the 
product over time (the AI learns from feedback) and alerts admins to 
trouble spots. 

o Surveys: Periodically (say after 1 month of use, then 3 months) send a 
short survey asking how Copilot has helped, what tasks it’s most/least 
useful for, and any suggestions. This not only gathers sentiment but might 
surface new use cases to promote or identify training needs (“70% of 
respondents didn’t know Copilot could do X – let’s publicize that 
feature”). 

o Focus Groups: Meet with small groups of users from different 
departments to discuss their experiences. This qualitative approach can 
uncover nuanced issues or brilliant ideas. E.g., a focus group might reveal 
that engineers find Copilot great for summarizing technical specs but 
wish it could integrate with their code repository – insight that could guide 
a future integration project. 

• Best Practice Sharing: Create an internal knowledge base of Copilot Best 
Practices. Populate it with content gleaned from champions, early adopters, 
and Microsoft’s guidance: 

o Do’s and Don’ts list (e.g., “Do break complex requests into smaller asks,” 
“Don’t paste sensitive info into a prompt”). 

o Effective prompt examples for common tasks (“To get a good first draft, 
try phrasing your ask like this…”). 

o Troubleshooting common issues (“If Copilot seems to be referencing 
outdated info, try clicking ‘Include web results’ or check if the file it used 
is current.”). 

This knowledge base can be a living document, updated as new best practices emerge. 
Promote it through the aforementioned community channels. 

• Link Adoption to Performance Goals: In some organizations, management 
might set gentle expectations that employees at least try to incorporate new 
tools. For example, a manager might have a goal “Improve team efficiency by 
leveraging digital assistants (Copilot) in quarterly project workflows.” This isn’t 
to pressure people harshly, but to signal that leadership values adoption. It 
encourages middle managers to discuss Copilot usage in their team meetings 
(“How can we use Copilot in the next sprint?”). Embedding it into performance 
dialogues can accelerate usage (as long as it’s framed positively, not punitively). 

Best Practices: 

• Normalize Using Copilot: Encourage leaders and managers to “lead by 
example” in using Copilot. If a team leader shows in a meeting, “I used Copilot 
to draft our project plan – let’s review it,” it de-stigmatizes AI assistance. On the 
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contrary, if workers feel their boss expects everything to be handcrafted, they 
might hide AI usage or avoid it. Endorsement at all levels that using Copilot is 
smart work, not lazy work, is crucial to cultural acceptance. 

• Respect Diverse Pacing: Some employees will jump in; others will hang back. 
It’s important not to shame late adopters or make them feel inadequate. 
Instead, continue to offer help and highlight how their peers benefited. 
Sometimes one-on-one support does wonders (“Hey, I notice you haven’t tried 
Copilot yet. Can I show you how I use it for email? It saved me a ton of time.”). 
Having champions or team leads do these gentle outreach efforts can convert 
hesitant users. 

• Gather Success Metrics on Adoption Initiatives: Just like we measure 
Copilot’s technical use, measure adoption programs. Track attendance at 
training, participation in communities, and the correlation of those to usage 
upticks. For example, if after a training session, active users jumped from 50% to 
65% of the team, that method works – do more of it. If a certain department still 
shows low usage despite outreach, perhaps a different approach is needed 
(maybe their work isn’t suited to currently available Copilot features, which is 
also valuable feedback for future AI capability development). 

• Continuous Communication: Adoption is not a one-time push. Plan ongoing 
comms: highlight new features as Copilot evolves, share quarterly usage 
success stats (“together, we saved 5,000 hours this quarter – kudos!”), refresh 
training materials when needed. New employees should receive Copilot training 
as part of onboarding. Maintain a rhythm so Copilot remains visible and 
encouraged, rather than fading after launch excitement. 

• Address Negative Feedback Constructively: If some employees are critical 
(“Copilot gives me generic outputs” or “It sometimes gets things wrong, I don’t 
trust it”), don’t dismiss this – use it. Investigate if the issue is fixable (maybe 
better training data needed, or a prompt tweak) and let them know their 
feedback led to improvement. Also manage expectations: clarify that Copilot is 
an assistant, not an oracle, and some iteration is normal. Reinforce the habit of 
verifying AI outputs. Over time, as the AI improves and users learn how to use it, 
these negative instances should decrease. Show those skeptics the trend if 
possible (“Yes, in week 1 error rate was X, but by week 4 it dropped to Y after we 
made improvements – it’s getting better, give it another shot.”). 

Ultimately, successful adoption is about people, not technology. By creating a 
supportive environment, providing learning resources, and actively managing the 
change, decision-makers can ensure Copilot becomes a natural part of employees’ 
workflow. When employees feel confident with the tool and see it helps them shine (not 
replace them), they will champion it themselves. The organization then reaps the full 



Handbook Copilot Control System -41 -  by Copilot Research Agent 

rewards of its investment: a workforce that is not just equipped with a powerful AI tool, 
but is actually using it to achieve more every day. 
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10. Continuous Improvement and Next Steps – Keeping Pace with AI 
Evolution 
The final session wrapped up the deep dive event with a forward-looking perspective. 
Deploying Copilot and even achieving good adoption is not the end of the journey – it's 
the beginning of a new mode of continuous improvement. AI capabilities will evolve, 
user needs will grow, and the enterprise must continuously refine its Copilot 
deployment. Decision-makers received guidance on how to sustain momentum, 
integrate future advancements, and cultivate a long-term “learn-it-all” culture (as 
Microsoft often encourages) around AI. 

Importance for Decision-Makers: 

This section is essentially about governance and strategy as an ongoing process. It’s 
important because: 

• AI Technology Changes Quickly: New features (like Copilot in new apps, or 
improved model versions) will keep coming. The organization should have a plan 
to pilot and introduce these safely, rather than being caught off-guard or letting 
things stagnate on an older version. 

• User Needs Evolve: As employees become more skilled with Copilot, they will 
find new use cases and also new limitations. A continuous feedback channel 
ensures the organization can respond – perhaps by enabling additional features, 
adding data sources, or providing additional training for advanced scenarios. 

• Scale and Spread: After initial rollout in certain departments or regions, 
decision-makers might plan to scale to others. A phased approach with iteration 
means each wave can learn from the last. Also, if the company grows (new 
acquisitions, new hires), the Copilot program needs to onboard those people 
and cover new content areas. 

• Staying Aligned with Compliance: Laws and regulations can change. What was 
acceptable AI usage today might need tweaking tomorrow due to regulatory 
shifts or new ethical guidelines. A static policy risks becoming outdated; a living 
governance process stays current. 

• Maximizing ROI Continually: Continuous improvement ensures you're 
squeezing maximum value. For instance, analytics might show one department 
lags in productivity gains; targeted improvement efforts there (maybe 
customizing Copilot for their unique workflow) could unlock additional ROI. 
Without continuous evaluation, those opportunities are missed. 

Challenges: 

Continuous improvement in the context of enterprise AI has its own challenges: 
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• Monitoring Fatigue: After the initial project phase, teams might disperse. 
Keeping a dedicated focus on Copilot (via a Center of Excellence or similar) 
requires sustained executive support. There’s a risk that once “it’s deployed,” 
everyone moves to the next project, leaving no one actively tending the garden. 

• Incorporating User Feedback at Scale: Soliciting feedback is one thing; 
actually processing potentially thousands of inputs, prioritizing them, and 
turning them into action items is hard. It requires a workflow and possibly tooling 
(e.g., categorize feedback via AI, ha!). Many orgs struggle to close the feedback 
loop, leaving users feeling their suggestions go into a black hole. 

• Resource Allocation: Continuous improvement implies ongoing efforts – which 
means people’s time and perhaps budget (for training refreshers, for maybe 
engaging consultants for advanced model tuning, etc.). Decision-makers must 
justify and allocate these resources beyond the initial implementation budget. 

• Keeping Up with Microsoft’s Updates: Microsoft will continually update 
Copilot (new capabilities, better models, integration with new systems). Some 
updates require tenant admin action to enable or configure. If the admin isn’t 
paying attention to announcements or doesn’t test new features, the 
organization might lag behind or miss turning on something beneficial. 
Conversely, an update might have implications that require communication or 
policy adjustment (e.g., if Copilot gets a new ability to create PowerPoint slides, 
maybe there could be risk of misuse that you need a new guideline for). 

• Measuring Long-Term Impact: Initially, metrics show adoption and direct 
productivity. Over time, the big wins might already be captured – further 
incremental improvements might be subtle. The organization should seek to 
connect AI usage to higher-level outcomes (like innovation rate, employee 
engagement, customer satisfaction). This is challenging to measure but is the 
frontier of proving AI’s value. 

Tools & Methods: 

The session likely provided a roadmap for maintaining an effective Copilot program. Key 
tools and methods include: 

• Copilot Control System Committee (Operational Cadence): Transition from 
project mode to steady-state governance. Perhaps the cross-functional 
governance board that steered the rollout continues to meet monthly or 
quarterly. Agenda: review latest usage metrics, review any incidents (security or 
user issues), discuss upcoming changes (internal or from Microsoft), and plan 
needed actions (like a new training if a new feature arrives). Keeping this 
committee alive ensures ongoing alignment. 

• Stay Informed via Microsoft Resources: Assign someone (a “CoPilot Product 
Champion” in IT or CoE) to track Microsoft’s Copilot updates, roadmap, and 
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community discussions. They can subscribe to the Microsoft 365 Roadmap, 
attend webinars, or follow the tech community (like the very one the event was 
hosted on). For example, if Microsoft announces “Copilot now integrates with 
third-party knowledge bases” or “New compliance certifications achieved,” that 
champion brings the news to the committee to decide if/how to leverage it. This 
proactive approach avoids falling behind or missing critical updates (the event 
final session pointed to resources like the Tech Community for ongoing 
learning). 

• Continuous Training & Skill Building: Recognize that mastery of Copilot will 
develop over time. Provide advanced training sessions a few months in 
(“Boosting Your Copilot Skills – Advanced Tips and Tricks”), so users who’ve 
mastered basics can learn more sophisticated uses (like chaining multiple 
Copilot results to complete a complex task). Update training materials and best 
practice guides as new features launch (e.g., if the web search behavior changes 
or if new privacy controls are introduced, incorporate those into user guidance 
swiftly). New hire orientation should include Copilot training – possibly even 
assigning them a “Copilot buddy” (a team member who’s an experienced user) 
to get them up to speed in their specific role. 

• Evolve Policies and Settings Based on Data: Use analytics and feedback 
trends to fine-tune. For instance, if after 6 months, 95% of Copilot usage is by 
one department and another hardly uses it, investigate why – maybe the second 
department’s content isn’t integrated. Plan to onboard their content into 
Copilot’s index or run a fresh adoption push in that department. If security logs 
show zero incidents for a certain initially blocked capability, perhaps consider 
enabling it in a controlled way to increase utility. Maintain a living policy 
document that gets versioned. Make sure changes are communicated – e.g., 
“Starting next month, Copilot web search will be enabled for all users, as our 
trials have shown it maintains compliance (see new guidelines attached).” 

• Periodic Success Re-evaluation (ROI presentations): After, say, a year, do a 
thorough evaluation of Copilot’s impact. This could be a follow-up to initial KPI 
tracking but also incorporate broader outcomes: Has employee engagement 
scores changed? Are product development cycles shorter? Did customer 
feedback improve because employees respond faster or more consistently? 
Even if correlation is hard to prove definitively, gather as much evidence as 
possible (quantitative and qualitative). Prepare a report for top executives 
summarizing Year 1 outcomes and Year 2 plans (like expanding to new scenarios 
or further training). Showing sustained value in business terms will secure 
continued support and funding for Copilot-related improvements. 

• Plan for Model/Data Updates: Develop a maintenance calendar. For instance: 
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o Quarterly: review and refresh the knowledge base content Copilot draws 
from (e.g., add the latest Q&As, remove obsolete info). 

o Bi-annually: if new LLM models are available (with better performance or 
cost-efficiency), evaluate them in a pilot and decide on switching. 

o Yearly: re-assess which new processes in the company could benefit 
from Copilot that weren’t in scope initially. The business evolves – maybe 
a new division was formed, which could now craft their own Copilot 
solution. Kick off a new deep-dive or design thinking session with them. 

• Leverage Microsoft’s “Copilot Adoption Hub”: The session referred to 
resources like the “M365 Copilot Adoption Hub” and “Leading in the Era of AI” 
site. Assign the adoption lead or CoE team to regularly visit these for fresh ideas 
— Microsoft and the community will share success stories, new toolkit 
elements, and emerging best practices as more organizations roll out Copilot. 
Incorporate useful ones into your program. Essentially, keep learning from the 
broader community so your practices remain cutting-edge. 

Best Practices: 

• Celebrate Milestones & Show Appreciation: When the company hits adoption 
targets or a year of successful usage, celebrate it. This could be a small internal 
campaign (“1 Year with Copilot – Here’s what we achieved”). Recognize key 
contributors (IT team, champions, high-adopting departments). This sustains 
morale and momentum. 

• Keep the Conversation Going: Encourage employees to continue sharing their 
Copilot experiences in internal forums. Maybe start a monthly internal 
newsletter snippet: “Copilot Corner – tip of the month” or a short story from a 
user. Keeping AI in the conversation helps normalize it as just a part of work life 
(like email or Teams is). It also surfaces ongoing issues or wishes that can feed 
continuous improvement. 

• Adapt Organizational Policies as Needed: As AI becomes embedded, some 
organizational policies or roles might need update. For example, the acceptable 
use policy might get an AI clause by year’s end (“Employees are expected to use 
AI tools ethically and responsibly, e.g., verifying outputs, not inputting restricted 
data beyond what’s allowed.”). Or perhaps a new role emerges, like “AI System 
Manager” in IT or each business unit designating an “AI Ambassador.” Be open 
to creating these roles or rules as the technology’s role matures. Essentially, 
treat Copilot not as a pilot program but as a permanent part of the tech 
ecosystem, which might entail changes in how people work and are organized. 

• Stay Agile and Open-Minded: The journey doesn’t end – there will always be a 
next step. Today’s best practice might evolve tomorrow. Instill an agile mindset 
at the leadership level: review outcomes, pivot strategies if something isn’t 
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working (maybe a training approach isn’t effective – try another method), and 
experiment with new features or approaches on a small scale to see if they 
should be rolled out wider. This iterative, open-minded approach ensures the 
organization continues to derive increasing value from Copilot over time, rather 
than stagnating after initial gains. 

In conclusion, the journey with Microsoft 365 Copilot is an ongoing evolution. By 
establishing vigilant governance, fostering widespread effective use, and committing to 
continuous learning and improvement, decision-makers can ensure that Copilot 
remains a dynamic asset for the organization. The Copilot Control System thus is not a 
one-time setup but a living framework – one that grows and adapts along with both the 
technology and the enterprise. Decision-makers who embrace this mindset will lead 
their organizations to not only achieve the gains from Copilot today but to continually 
amplify those gains as both the AI and the business landscape evolve. 

 

Conclusion: 
This Deep Dive handbook has walked through the full spectrum of securing, managing, 
measuring, and evolving Copilot usage in an enterprise. By covering the ten major 
focus areas, we’ve illustrated how a decision-maker can construct a robust program 
around Microsoft 365 Copilot: from implementing strong security and compliance 
controls, to establishing management practices and maker empowerment, to 
measuring impact and driving continuous adoption, all the way to planning for the 
future improvements. 

In summary, the key takeaways for decision-makers are: 

• Set a strong foundation with clear governance pillars. Secure data and maintain 
compliance from day one through policies and oversight tools, so you can 
embrace AI confidently. 

• Empower your people to innovate, within a guided framework. Use zones and 
environment controls to allow self-service development while keeping visibility 
and control. Your employees’ ingenuity will surface the best use cases – nurture 
it. 

• Measure what matters. Continuously track usage and outcomes to quantify 
Copilot’s benefits, and use those insights to refine both the tool’s configuration 
and the support program around it. 

• Invest in adoption and change management. Technology alone doesn’t 
transform business processes – people do. Train them, support them, listen to 
them. Build a culture that champions AI assistance as a smart way of working. 
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• Continue the journey. Treat Copilot’s deployment as a living program. Update 
policies with lessons learned, upgrade to new capabilities, and keep integrating 
Copilot deeper where it adds value. Be ready to adapt as AI and business needs 
evolve hand in hand. 

By following the practices outlined in this handbook, decision-makers can ensure that 
Microsoft 365 Copilot and related AI agents become a trusted, indispensable ally in 
the organization – one that not only boosts productivity and efficiency in the short term, 
but also drives a long-term transformation in how work gets done, all under safe and 
well-managed conditions. The result is an enterprise that is both high-performing and 
resilient, harnessing the power of AI while upholding the values of security, 
compliance, and a learning culture. 


